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Adventures in the Underland:
TheCQForensidoolkit as a Uniqgue Weapon Against Hacke
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paula@cqure.us https://cqure.us




® e SR, RO R
i Ao aseptorstd S ——— &
24 I P s T deap e O e SRR L B UL o u ORI <= S e
P e soaps opesiasen St e o X e . S ’
. seee > : v -7 ‘
X ; T 5x 4 Bt e ) o . B ey Wy SO o
. AL P 1oy AR MIREHILERR pomadiors R PR PARIE S PR 020 PR

USA 2019 CUUMANDALAY BAY /S LAS VEGAS

LR BN ATE S T SRR
Sl

What does CQURE Team do?
Consulting services Trainings

A High quality penetration tests  with useful reports A Security Awareness trainings for executives
Applications

Websites A CQURE Academy: over 40 advanced security trainings for IT
External services (edge) Teams

Internal services

+ configuration reviews A Certificates and exams

A Incident response emergency services A Delivered all around the world only by a CQURE Team:
d immediate reaction! training authors

A Security architecture and design advisory

A Forensics investigation

A Security awareness info@cqure.us

For management and employees
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CQKawali CQPrefetchParser
CQUndelete CQRDCache

CQWSLMon CQSecretsDumper
CQEVTXRecovery CQPSWIinRMHistory
CQRDCManDecrypter CQDPAPINGPFXDecrypter
CQDPAPIKeePassDBDecryptor CQHashDumpv2
CQMasterKeyAD CQSysmonNetAnalyzer

CQRegKeylLastWriteTime CQReflectivePELoader
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CQMasterKeyAD DPAPIBlobCreator
CQDPAPIKeePassDBDecryptor DPAPINGDecrypter
COQDPAPIENncDec C(QxspNetCoreDecryptData
CQDPAPIEXportPFXFromAD C(QspNetCoreMasterKeyCreate
CQRDCManDecrypter CQuspNetCoreEncryptData

CQDPAPINGPFXDecrypter

CQDPAPINGDNCoreMasterKeyDecrypter * CQImpersonateWithSeTcb
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Classic Data Protection API

© Based on the following components:

Password, data blob, entropy

Protects from outsiders when being in offline access
Effectively protects users data

© Stores the password history

You need to be able to get access to some of your passwords
from the past

Conclusion: OSgreatly helps usto protect secrets
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DPAPI (classic)
A. MasterKey
1. pwdhash = MD4(password) or SHAl(password)
2. pwdhash _key =HMACSHAl(pwdhash, user sid )
3%.') « pwdhash key « DQRWKHU HOHPHQWYV IURP WKH ILOH :LQGRZV QR GI
AES 256, 8000 rounds
4. Control + HMACSHAS512

B. CREDHIST
1. pwdhash = MD4(password) or SHA1(password)

2. pwdhash _key =HMACSHAl(pwdhash, user sid )
3%.') « pwdhash key « DQRWKHU HOHPHQWYV IURP WKH ILOH :LQGRZV QR GI

AES 256, 8000 rounds
4. Control + HMACSHAL12

C. DPAPI blob Algorithms are written in the blob itself.
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